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1. Prérequis

La configuration de Pfsense doit étre terminée avant d’activer le portail captif.

La mise en place du Wifi Cisco doit étre faite avant les tests d’accés.

Le portail captif doit &tre désactivé avant l'installation de la borne Unifi et FreeRadius3.
La configuration SNMP doit étre faite avant 'implémentation du script BASH.



1. Avant toute chose nous avons commenceé a écrire le gantts pour
indiquer notre avancée
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Nous allons commencer par créer une nouvelle VM intitulé
SrvPfsense et nous allons configurer la carte réseau dans
notre VLAN ou se situent nos serveurs habituels. Notre VLAN
doit notamment avoir un acces vers Internet. Nous allons
également ajouter une deuxiéme carte réseau ; a placer dans
le VLAN « internet » et Insérer l'image ISO de Pfsense

Create: Virtual Machine

os
Mode: siopve-grp1 Resource Pool:
WM ID: 2038
Mame: SrvPfsense
@ Help Advanced [ ]

Create: Virtual Machine

General w



Mise en place de I’'os sur lavm :

Create: Virtual Machine ()

General System

(® Use CD/DVD disc image file (iso) Guest OS:

(4]

Storage: | iso Type: Linux
IS0 image:  -RELEASE-amd&4.iso Version: 6.x - 2.6 Kernel
() Use physical CD/DVD Drive

(_) Do not use any media

Le systéeme :

[

Create: Virtual Machine ()

General 0s Disks

Graphic card: Default SCSI Controller: | Virtld SCSI single
Machine: Default (i440fx) Clemu Agent: ]

Firmware

BIOS: Default (SeaBIOS) Add TPM: ]



Le disque :

Create: Virtual Machine

General

scsil

System m CPU  Memory Network  Confirm
=] m Bandwidth

Bus/Device: SCsI v D Cache:
SCSl Controller:  VirtlO SCSI single Discard:
Storage: local-lvm ™ 1O thread:

Disk size (GiB): 16

Default (Mo cache)
Ol
M



Création de deux cartes réseau, VLAN LAN et Internet.

8.2.4 Search & Docun

Virtual Machine 2026 (server-graylog) on nods 'siopve-grp1’

& Summary Add Remove Edit Disk Actien Revert
>— Console = Memory 4.00 GiB
2 Hardware i} Processors 1 (1 sockets, 1 cores) [x86-64-v2-AES]
Add: Network Device ® & Cloud-Init # BIOS Default (SeaBIOS)
& Displa Default
Bridge: vmbro v | Model VirtlO (paravirtualized) & Options I
B B o Machine Default (i440fx)
) = ) ‘ask History
VLAN Tag: 434 U] MACaddress: | auto £ 5CSl Controller VirtlO SCS! single
) @ Monitor . ) I~ )
Firewall: = ®© CD/DVD Drive (ide2) 9.13.0-amd64-nefinst.iso,media=cd 292M
ackuy B Hard Disk (scsi0) local-lvmivm-2026-disk-0, iothread=1,size=32G
© Help Advanced [] 3 Replication = Network Device (net0) virtio=BC:24:11:01:E3:66 bridge=vmbr( firewall=1 tag=431
D Snapshots = Network Device fnet1) Virtio=BC:24:11:21:3D:Ad4 bridge=vmbr0 firewall=1,tag=434
=

pfoense Installer




pfSense Installer

Helcone
Helcome to pfSense!

l Install pfSense

Rescue Shell Launch a shell for rescue operations
Recover config.xml Recover config.xml from a previous install

{Cancel>

pfSense Installer

Partitioning
How would you like to partition your disk?

Huto (ZFS) uvuided Root-on-2F5

Auto (UFS) Guided UFS Disk Setup
Manual Manual Disk Setup (experts)
Shell Open a shell and partition by hand

<Cancel>

To use ZFS with less than 8GB RAM, see https://uwiki.freebsd.org/ZF5Tuningbuide



pfSense Installer

ZF5S Configuration
Configure Options:

>>»> Install Proceed with Installation

Pool Type/Disks: stripe: 8 disks
Rescan Devices *

Disk Info *

Pool Hame pfSense

Force 4K Sectors? YES

Encrypt Disks? NO

Partition Scheme GPT (BIOS)

Swap Size 1g

Mirror Suap? HOD

Encrypt Swap? NHO

I -

EINTUMALAZI

<sjelect )| <Cancel>

——=[Use alnum, arrows, punctuation, TAB or ENTER]—-———-—-

Create ZF5S boot pool with displayed options

pfSense Installer

ZF5 Configuration
Select Virtual Device type:

Stripe — No Redundancy

mirror Mirror - n-Hay Mirroring

raidid RAID 1+8 - n x 2-Hay Hirrors
raidzl RAID-Z21 - Single Redundant RAID
raidz? RAID-22 - Double Redundant RAID
raidz3 RAID-Z23 - Triple Redundant RAID

<Cancel>

———————=[Press arrows, THB or ENTER]

[1+ Disks] Striping provides maximum storage but no redundancy



pfSense Installer

ZFS Confiquration

[i] JEMU QEMU HARDDISK

< Back >

pfSense Installer

ZFS Confiquration

[@ DJEMU QEMU HARDD ISK
< Back >




pfSense Installer

ZF5 Configuration

Are you sure you want to

the current contents of the following disks:

< MES > <HNO >

[Press arrows, TAB or ENTER]

pfSense Installer

{Checksun Yerification}
base.txz [ In Progress 1

Verifying checksums of selected distributions.

8%

[—Uverall Progress

11



pfSense Installer

———————————1 onp lete pm————————————
Installation of pfSense complete!
Hould you like to reboot into the
installed system now?

[Reboot] [ hell 1

SeaBI0S (version rel-1.16.3-0-gabed6b?701f0a-prebuilt.gemu.org)
achine UUID cceBf1df-ZaZ26-403a-a851-300a4b86db1lb

Booting from Hard Disk. ..
I0S drive C: is diskO




done.

Initializing

tarting device manager (devd)...done.

oading configuration....done.

pdating configuration....done.

arning: Configuration references interfaces that do not exist: emB eml

etwork interface mismatch Running interface assignment option.
link state changed to UP
link state changed to UP

interfaces are:

tnet8 bc:24:11:6e:18:f2 (down) Virtl0 Hetworking RAdapter
tnetl bc:24:11:3d:b7:64 (down) VirtI0 Networking Adapter

Jo YLANs need to be set up first?
If VLHNs will not be used, or only for optional interfaces, it is typical to
ay no here and use the webConfigurator to configure VLANs later, if required.

bhould VLANs be set up now [ylInl? 2825-B3-84T15:42:37.387835+88:88 - php-fpm 396

Ignoring link event during boot sequence.
?A25-83-B4T15:42:37.312856+88 : 88 php—-fpm 395 frec.linkup: Ignoring link eve
1t during boot sequence.

Initializing

tarting device manager (dewvd)...done.

oading configuration....done.

pdating confiquration....done.

arning: Configquration references interfaces that do not exist: emB eml

etwork interface mismatch Running interface assignment option.
link state changed to UP
link state changed to UP

interfaces are:

tnetd bc:24:11:6e:18:f2 (doun) Virtl0 Hetworking Hdapter
tnetl bc:24:11:3d:b7:64 (down) VirtI0D Networking RAdapter

Jo YVLANs need to be set up first?
If VLHNs will not be used, or only for optional interfaces, it is typical to
ay no here and use the webConfigurator to configure VLANs later, if required.

bhould VLANs be set up now [ylInl? 2825-B3-84T15:42:37.387835+88:88 - php-fpm 396
- = frc.linkup: Ignoring link event during boot sequence.
2825-83-84T15:42:37.312856+80 : 88 php—fpm 395 frc.linkup: Ignoring link eve
1t during boot sequence.




tnetl: link state changed to UP

alid interfaces are:

tnetd bc:24:11:6e:18:f2 (down) VirtID Networking Adapter
tnetl bc:24:11:3d:b7:64 (down) Virtl0 Hetworking RAdapter

Jo VLANs need to be set up first?
If VLHNs will not be used, or only for optional interfaces, it is typical to
ay no here and use the webConfigurator to configure VYLANs later., if required.

bhould VYLANs be set up now [ylnl? 2825-B3-8B4T15:42:37.387835+88:88 - php-fpm 396
- = frec.linkup: Ignoring link event during boot sequence.
2825-83-84T15:42:37.312856+806 : 88 php-fpm 395 frc.linkup: Ignoring link eve
1t during boot sequence.

'

LAN Capable interfaces:

tnetB bc:24:11:6e:18:12 (up)
tnetl bc:24:11:3d:b7:64 (up)

nter the parent interface name for the new YLHN (or nothing if finished):

LAN Capable interfaces:

tnetB bc:24:11:6e:18:12 (up)
tnetl bc:24:11:3d:b7:64 Cup)

nter the parent interface name for the new VYLAN (or nothing if finished):

1f the names of the interfaces are not knoun, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the HAN interface name or 'a’ for auto-detection
(vtnetB vitnetl or a): a

;onnect the WAN interface now and make sure that the link is up.
hen press ENTER to continue.

0 link-up detected.

nter the HAN interface name or 'a’ for auto-detection
(vtnetB vtnetl or a): vtnetB




LAN Capable interfaces:

tnetd bc:24:11:6e:18:12 (up)
tnetl bc:24:11:3d:b7:64 (up)

nter the parent interface name for the new VYLAN (or nothing if finished):

If the names of the interfaces are not known, auto-detection can
e used instead. To use auto-detection, please disconnect all
anterfaces before pressing 'a’ to begin the process.

nter the WHAN interface name or 'a’' for auto-detection

(vtnetB vtnetl or al): a

onnect the HAN interface now and make sure that the link is up.
Then press ENTER to continue.

0 link-up detected.

nter the HAN interface name or 'a’ for auto-detection
(vtnetB vtnetl or a): vitnetB

nter the LAN interface name or 'a’ for auto-detection
OTE: this enables full Firewalling/NAT mode.
(vtnetl a or nothing if finished): vtnetl

If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the HAN interface name or 'a’' for auto-detection
(vtnetB vtnetl or a): a

onnect the HAN interface nov and make sure that the link is up.
hen press ENTER to continue.

*0 link-up detected.

nter the HAN interface name or 'a’ for auto-detection
(vtnetB vtnetl or a): vtnetBd

nter the LAN interface name or 'a’ for auto-detection
OTE: this enables full Firewalling/HAT mode.
(vtnetl a or nothing if finished): vtnetl

he interfaces will be assigned as follous:

> vtneth
->» vitnetil

Do you want to proceed [yInl? y




(vtnetl a or nothing if finished): vtnetl
he interfaces will be assigned as follous:

AN -> wvitnet@d
AN > vtnetl

Do you want to proceed [yInl? y\

;onfiguring loopback interface...done.

onfiguring LAN interface...done.

*onfiguring HAN interface...done.

arning: Configuration references interfaces that do not exist: em8 eml

etwork interface mismatch -- Running interface assignment option.

alid interfaces are:

tnetd bc:24:11:6e:18:1f2 (down) VirtI0 Hetworking Adapter
tnetl bc:24:11:3d:b7:64 (down) VirtI0 Hetworking Adapter

o YVLANs need to be set up first?
If VLANs will not be used, or only for optional interfaces, it is typical to
say no here and use the webConfigurator to configure VLANs later, if required.

bhould VYLANs be set up now [yInl?

;onfiguring LAN interface.. .done.
;onfiguring HAN interface...done.
arning: Configuration references interfaces that do not exist: emB eml

etvork interface mismatch -- Running interface assignment option.
alid interfaces are:

tnetB bc:24:11:6e:18:1f2 (down) VirtI0 Networking Rdapter
tnetl bc:24:11:3d:b7:64 (down) VirtIOD Hetworking Rdapter

o YLANs need to be set up first?
If VLANs will not be used, or only for optional interfaces, it is typical to
ay no here and use the webConfigurator to confiqure VLANs later, if required.

Should VLANs be set up now [yInl? y

LAN Capable interfaces:

tnetd bc:24:11:6e:18:12 (up)
tnetl bc:24:11:3d:b7:64 Cup)

nter the parent interface name for the new YLAN (or nothing if finished): 431




tnetd bc:24:11:6e:18:12 Cup)
tnetl bc:24:11:3d:b7:64 (up)

nter the parent interface name for the new VYLAN (or nothing if finished): vtnet

nter the VYLHAN tag (1-4894): 431

AN Capable interfaces:

tnetd bc:24:11:6e:18:12 (up)
tnetl bc:24:11:3d:b7:64 Cup)

nter the parent interface name for the new VYLAN (or nothing if finished): vtnet

nter the VLHN tag (1-4894): 434

LAN Capable interfaces:

tnetd bc:24:11:6e:18:12 (up)
tnetl bc:24:11:3d:b7:64 (up)

nter the parent interface name for the new VYLAN (or nothing if finished):

nter the parent interface name for the new VYLAN (or nothing if finished):
1
nter the VLAN tag (1-4894): 434

LAN Capable interfaces:

tnetB bc:24:11:6e:18:12 (up)
tnetl bc:24:11:3d:b7:64 (up)

nter the parent interface name for the new VYLAN (or nothing if finished):

LAN interfaces:

tnetd.431 VLAN tag 431, parent interface vtnetB
tnet1.434 VLAN tag 434, parent interface vtnetl

If the names of the interfaces are not knoun, auto-detection can
e used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the HAN interface name or 'a’ for auto-detection
(vtnetB vtnetl vitnetd.431 vtnetl1.434 or a)l:




Starting device manager (devd)...devd: Can’'t open devctl device

oading configuration....done.

pdating configuration...done.

shecking config backups consistency
betting up extended sysctls...done.

etting timezone...done.

;onfiguring loopback interface...done.

tarting syslog...done.

*etting up interfaces microcode. . .done.

emoved leftover dhcpbc lock file: /Ztmp/dhcpbc_lock
onfiquring loopback interface...done.

fdev/devctl]:

sonfiguring VYLAN interfaces...vlanB®: changing name to “vtnetd.434°

lanl: changing name to ‘vtnet1.431°
one.

;onfiguring HAN interface...done.
onfiguring CARP settings...done.
yyncing OpenVYPN settings...done.
onfiguring firewall

btarting PFLOG. . .done.

betting up gatevay monitors...done.
etting up static routes...done.
etting up DNSs. ..

btarting DNS Resolver. ..

tnetl.434 VLAN tag 434, parent interface vtnetl

If the names of the interfaces are not known, auto-detection can
e used instead. To use auto-detection, please disconnect all
interfaces before pressing 'a’ to begin the process.

nter the HAN interface name or 'a’ for auto-detection

(vitnetB vtnetl vtnetB.434 vitnetl1.431 vtnetB.431 vinetl1.434 or a):

“nvalid interface name ‘vtnetB.’

nter the HAN interface name or 'a’ for auto-detection

(vtnetB vitnetl vitnetBd.434 vtnetl1.431 vinetB.431 vtnetl1.434 or a):

nter the LAN interface name or 'a’ for auto-detection

OTE: this enables full Firewalling/NAT mode.

(vtnetl vtnetd.434 vinetl.431 vitnetBd.431 vtnetl.434 a or nothing
he interfaces will be assigned as follous:

AN > vtneth

Do you want to proceed [yInl? t

vtnetB.

vineth

if finished):




3)
4)
5)
6)
1)
a)

Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt systen

Ping host

ohell

nter an option:
JEMU Guest - Hetgate Dewvice ID: d85c39be?769955fdc197

* %

HAN (wan)

a)
1)
2)
3)
q)
5)
6)
7)
8)

Helcome to pfSense 2.7.2-RELERSE

=>» vineth ->

Logout (55H only)

Assign Interfaces

oet interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt systen

Ping host

ohell

nter an option:

a)
1)
2)
3)
1)
o)
6)
I,
8)

Logout (S55H only)

Assign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

iter an option: 2

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPH

(amdb4) on pfSense #*x

pfTop

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPH

pfTop

Filter Logs

Restart webConfigqurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPH

;onfigure IPv4 address HAN interface via DHCP? (y/n) y

onfigure [Pvb address HAN interface via DHCP67 (y/n) n

nter the new HAN IPv6 address.

Disabling IPwv4 DHCPD...
isabling IPv6 DHCPD...

Press <ENTER> for none:

Do you want to revert to HTTP as the webConfiqurator protocol? (y/n) y

Please wait while the changes are saved to HAN. ..




Available

EMU Guest

Hetgate Device ID:

d85c39be 7699551dc197

*% Helcome to pfSense 2.7.2-RELEASE (amd64) on pfSense ===

HAN (wan)
LAN (lan)

a)
1)
2)
3)
4)
3)
6)
7)
8)

-> vitnet@ ->
> vtnetl >

Logout (55SH only)

Assign Interfaces

oet interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt systen

Ping host

ohell

nter an option: 2

- LAN

nter

interfaces:

HAN (vtnet@

(vtnetl)

dhcp)

the number of the

Reloading filter...
Reloading routing configuration...
DHCPD. ..

he

interface you wish

pfTop

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPH

to configure:

IPv4 HAN address has been set to 192.168.11.44/24

'ress <ENTER> to continue.

QEMU Guest - NHetgate Device ID:

% Helcome

HAN (wan)
LAN (lan)

a)
1)
2)
3)
q)
5)
6b)
7)
8)

nter

to pfSense 2.7.2-RELEASE

> vtneth

=>» vitnetil ->

Logout (55H only)

Assign Interfaces

oet interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt systen

Ping host

ohell

an option:

> v4:

dB85c39be769955fdc 197

(amdb4) on pfSense *x==x

192.168.11.44/24

pfTop

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPH




* % ¥

Helcome to pfSense 2.7.2-RELERSE

HAN (wan)
LAN (lan)

->» vtneth
->» vineti

B8) Logout (55H only)

1) Assign Interfaces

2) Set interface(s) IP address

3) Reset webConfigurator password
4) Reset to factory defaults

*5) Reboot system

6) Halt system

7) Ping host

8) Shell

nter an option: 2

Available interfaces:

1 - HWAN
LAN

(vtneth -
(vtnetl)

static)

nter the number of the

onfigure IPv4 address LAN

6) Halt system
7) Ping host
8) Shell

nter an option: 2

ivailable interfaces:

1 - WAN
- LAN

(vtnetB - static)
(vtnetl)

nter the number of the

;onfigure IPv4 address LAN

nter the new LAHN
> 192.168.1.1

IPv4 address.

yubnet masks are entered as bit counts

255.255.255.8 24
255.255.8.8 = 16
255.8.8.8 = 8

2. Q.

nter the new LAHN

interface via DHCP?

interface via DHCP?

Press <ENTER>

(amdb4) on pfSense *x*=x

192.168.11.44/24

pfTop

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPH

interface you wish to configqure: 2

(y/n) n

15) Restore recent configuration
16) Restart PHP-FPH

interface you wish to configure: 2

(y/n) n

for none:

(as in CIDR notation) in pfSense.

IPv4 subnet bit count (1 to 32):




or a HAN, enter the new LAN IPv4 upstream gateway address.
or a LAN, press <ENTER> for none:

onfigure IPvb address LHH interface wia DHCP6? (y/n) n

nter the new LAN IPv6 address. Press <ENTER> for none:

0 you want to enable the DHCP server on LAN? (y/n) y
1iter the start address of the IPv4 client address range: 192.168.1.2
nter the end address of the IPv4 client address range: 192.168.1.254

isabling IPv6 DHCPD...

Please wait while the changes are saved to LAH...
Reloading filter...

Reloading routing configquration...

DHCPD. ..

he IPv4 LAN address has been set to 192.168.1.1/24
ou can now access the webConfigurator by opening the following URL in your

http://192.168.1.1/

ress <ENTER> to continue.

Create: Virtual Machine

e o

Mode siopve-grp1 Resource Pool: C419-GRP3 *
VM ID 2039
Mame: pfsense-client

© Help Advanced ll!!!ll

22



Create: Virtual Machine
General System  Disks CPU Memory  MNetwork

@ Use CO/DVD disc image file (iso)
Storage: | iso ~ Type:
IS0 image:  3.0-amdB4-netinst.iso Wersion:
() Use physical CD/DVD Drive

() Do not use any media

Edit: Network Device

Bridge: vmbr0 ~ Model:
VLAN Tag: 434 v MAC address:
Firewall: ¥

© Help

Guest O5:

Confirm

Linux o

B.x - 2.6 Kernel b4

D ®

VirtlO (paravirtualized)

BC:24:11:29:43:2E

Advanced [ |

23



Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (simplified) - ®x(HX) (-]

Chinese (Traditional) - dir(gse)

Croatian - Hrvatski

Czech - Cestina

Danish - Dansk

Dutch - Nederlands

Dzongkha - Em

English . English |

Esperanto - Esperanto

Estonian -  Eesti

Finnish - Suomi

French -  Francais

Galician - Galego

Georgian - Jamroyen

German - Deutsch

Grook I S T (v
| Screenshot | GoBack || continue I

Configurer le réseau

Veuillez indiquer le nom de ce systéeme.

Le nom de machine est un mot unique qui identifie le systéme sur le réseau. Si vous ne connaissez pas
ce nom, demandez-le a votre administrateur réseau. Si vous installez votre propre réseau, vous pouvez
mettre ce que vous voulez.

Nom de machine :

pfsense-client|

| capture d'écran Revenir en arriére Continuer
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Configurer I'outil de gestion des paquets

quatrieme console virtuelle.

| capture d'écran

Clone VM 2004

Target node: siopve-grp1

VM 1D: 2040

Mame: pfsense-client

Resource Pool: | C419-GRP3 X
© Help

Veuillez vérifier le miroir indiqué ou en essayer un autre,

Miroir de l'archive Debian corrompu
Une erreur s'est produite a l'utilisation du miroir indiqué pour I'archive Debian.

Les raisons possibles pour cette erreur sont : un miroir incorrect a été indiqué (par exemple a
cause d'une connexion réseau défaillante), le miroir est incomplet (par exemple si un fichier
Release non valable y a été trouvé) ou le miroir ne comporte pas la version de Debian indiquée.

Des informations supplémentaires sont disponibles dans le fichier /var/log/syslog ou sur la

Revenir en arriere

Target Storage:

local-lvm

Continuer

Clone
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Clone VM 2006 )

Target node: siopve-grp1 Target Storage: | local-lvm *
VM ID: 2041
Mame: pfsense-client
Resource Pool: C419-GRP3 »
© Help Clone
Edit: Network Device D
Bridge: vmbr( Maodel: WVirtlO (paravirtualized)
VLAN Tag: 434 MAC address: auto
Firewall:
© Help Advanced “

M Applications - B Connexions réseau W sio@debian: - m 3 KO B A THE® s

09

MKHOWM gre

"q_codal state UP gr

al
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M Applications - g, pfSense - Login — Mozilla ... B Connexions réseau W sic@debian: ~ lIl SB B oA TEE™ s

piSense - Login

Login to pfSense

SIGN IN

¥ Applications - @ piSense.home.arpa - Wiza... E, Connexions réseau . sio@debian: ~

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager

Wizard / pfSense Setup / (2]

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense

The wizard may be stopped at any time by clicking the logo image at the top of the screen.

pfs. ® softy is developed and maintained by

» Next

pfSense Netgate. View license.
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¥ Applications - &g pfSense.home.arpa - Wiza... Iy Connexions réseau B sio@debian: - lIl

Plisense

UNITY EQITION

Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is one of the most important
things you can do to maintain the security of your network

Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.

User survey

Please help all the people involved in improving and expanding pfSense software by taking & moment to answer this short survey (all answers are
anonymous)

Anonymous User Survey

Useful resources.

+ Leamn more about Netgate's product line, services, and pfSense software from our website
+ To learn about Netgate appliances and other offers, visit our store

« Become part of the pfSense community. Visit our forum
- Qutherriha tn Aor nawelattar £-- - —-fe o —oo el o s ClE- o S c Lo cn - s - s ccnpamante and enacial affare
¥ Applications - @ piSense.home.arpa - Syst... E, Connexions réseau . sio@debian: ~ El ﬁa

System/ Advanced/ Admin Access (2]

Admin Access Firewall & NAT Metworking Miscellaneous System Tunables Motifications

Protocol @ HTTP QOHTTPS (SSL/TLS)

TCP port

Enter a custom port number for the webConfigurate

Max Processes 2

WebGUI redirect

ator is always permitted even on port B0, regardless of the liste

OCSP Must-Staple

n nginx. F t cert i cert

WebGUI Login Enable webConfigurator login autocomplete

Autocomplete Whan this is rheckerd |nain predentinls far the umhPanfimratar mor e sosnd b Hhe hrnwser s ronveniant snme sanuritv standards renuine this
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¥ Applications - @ piSense.home.arpa - Syst... E Connexions réseau . sio@debian: ~ k El

System/ Advanced/ Admin Access (2]

Admin Access Firewall & NAT Metworking Miscellaneous System Tunables Motifications

Protocol CHTTP @ HTTPS (SSL/TLS)

SSL/TLS Certificate GUI default (67c7229e06196)

Certificates known to be incompatible with use for HTTPS are not included in this list, such as certificates using incompatible

digest algorithms

TCP port

Max Processes

WebGUI redirect
O nitted even on port & te
HSTS 7] Disable HTTP Strict Transport Security
When thie ie tinrhacked Strirt-Tranemam Gam it HTTOO connamnn bandes in et b fha ater i the hrow ; the | art
¥ Applications - g, Attention : risque probable ... I Connexions réseau B sio@debian: ~ El S

Attention : risque pr: <l Attention : risque probable

£h Non sécurisé

Attention : risque probable de sécurité

Firefox a détecté une menace de sécurité potentielle et n'a pas poursuivi vers 192,168.1.1. Si vous
accédez & ce site, des attaguants pourraient dérober des informations comme vos mots de passe,
e-mails, ou données de carte bancaire.

En savoir plus...

Retour (recommandé) Avancé...

192.168.1.1 utilise un certificat de sécurité invalide.
Le certificat n'est pas s0r car il est auto-signé.

Code d'erreur : MOZILLA PKIX ERROR_SELF SIGNED CERT

Afficher le certificat

Retour (recommandé) Accepter le risque et poursuivre
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¥ Applications - @ piSense - Login — Mozilla ... E. Connexions réseau . sio@debian: ~ lIl

Login

o Sense Login to pfSense

SIGN IN

¥ Contenu et > S G_\ B \ ation privée  —

X PROX MO virtual Environment 8.2.4 Scrcn CRrdl < Create Wi || © Create T

Server View @ | Virtual Machine 2041 (pfsense-client) on node ‘siopve-grp1’  No Tag Stat @ Shutdown > Console More | @ Help
2012 (CltWindows) @ 20253508
¥ Applications pfSense home.arpa - Statu. .. (ST k|
2013 (CIt-Win2) & Summary — [e] L
2014 (srvlinuxglpi) >_ Gonsole @ | T pfSense.nome.arpa - Status X | +
2015 (ServerMail) @ S - O @ hips192.168.1.1
2016 (winsn2)
2017 (winsnvd) O T
2018 (winsrva) & Options
. Auto Config Backup
2018 (srv-rancid) @ = Task History WARNING: The ‘admin' account password is set to the default vall he User Manager
2020 (srv-nagios) @ Captive Portal
2021 {dsbanclt) © Deries OHCP Relay
2022 (OMV-Debian) @@ [ Backup Status / Dashboard DHCP Server + @
2023 (ServerDHGPDebian) ® @ 3 Repiication DHCPY6 Relay
2024 (ServerRadius) 88 IO - I v s s A S °0
D Snapshol
2025 (server-syslog) @ @ Name pfSense.home.arpa DNS Forwililer
2026 (server-graylog) @ U Firewall uppor ation £
User admin@192.168.1.10 (Local Database) DNS Resolver
2027 (web-1) @@ & Permissions ; D DS
2008 (web-2) ® System QEMU Guest ynamic
Netgate Device ID; 485c39be769955M6197 | Guub prog
2029 (web-3) @ a8 ' interfaces
) y Vendor: SeaBIOS NTP
2031 (debianclient-hr) @ Version: rel-1.16.3-0-ga6edsb70110a-prebuil 3 waN A 10Gbase T <fullduplexs 192168.11.44
2032 (mariadb-2) @ Release Date: Tue Apr 12014 PPPOE Server |3
2033 (ServerHaProxy) @ Version 27.2-RELEASE (amd64) Router Advertisement 198 LAN A 10Ghase T <fulduplex- 19216811
2034 {serverhaproxy?2) @ built on Wed Dec 6 21:10:00 CET 2023 SNMP
2035 (ClienteWindowsVPN) @ EizsSiERD CRRET UPAP & NATPMP
2037 (OpenVPN-Senv) @ . .. .
Lo} 2038 (SrvPisense) Version information updated at Thu Mar 6 11 sy ver eueo- s
L2} 2041 (pisense-clent) CPUType QEMU Virtual CPU version 2 5+
2100 (client) AES-NI CPU Crypto: Yes (inactive)
£ [}iso (siopve-grp1) QAT Crypto: No
= [Jlocal-lvm (siopve-grp1) Hardwarecryple  Inactive
W C419-GRP3 hiips:/192.168.1.1/services_dnsmasg,php
" Cluster log
Start Time End Time Node User name Description Status
Mar 06 11:50:14 [} siopve-gm1  gbracale@dv.vinci-...  VM/CT 2041 - Console
Mar 06 11:5005 Mar 06 11:50:14 siopve-gp!  gbracale@Idv.vingi-...  VM/GT 2038 - Console oK
Mar 06 11:49:55 Mar 06 11:5005 siopve-gip1 bracale@Idv.vinci-...  YM/CT 2041 - Console oK
pre-gip g
Mar 06 11:49:51 Mar 06 11:49:55 siopve-gp!  gbracale@Idv.vingi-...  YM/CT 2038 - Console OK
Mar 06 11:48:54 Mar 06 11:49:51 siopve-gp1  gbracale@dv.vini-...  VM/CT 2041 - Console oK
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mint [En Fonction] - Oracle VM VirtualBox

Fichier Machine Ecran Entrée Périphériques Aide

Editing Wired connection 1
Connection name | Wired connection 1

IPvd Settings

4 Method | Manual

Addresses

Address Netmask Gateway Add

10.00.11 8
Delete

DNS servers

Search domains

Require IPv4 addressing For this connection to complete

Routes...

Cancel

Qe & B 8] @ @ ctrl droite
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3 Applications - @@, pfSense.home.arpa - Statu... i sio@debian: ~ R S oo s 58" s

@ [ ptSense.home.arpa - Status X G) Emeur de chargement de la X @ Paramétres i glis I, 2 Status: DHCP L

« > O O G hips:/192.168.1.1/status dhep leases php

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager.

Status / DHCP Leases CO=wE

ISC DHCP has reached end-of-life and will be removed in a future version of pfSense. Visit System > Advanced > Networking to switch DHCP backend.

Search (-]
Search Term All v

Enter a search string or *nix regular expression to filter entries.

IP Address MAC Addr Hostn ipti Start End Actions
@t 00:1b:53:12:35:36 ap 2025/03/06 13:12:33 2025/03/06 15:12:33
@ 192.168.1.10 be:24:11:46:48:68 debian 2025/03/06 12:48:30 2025/03/06 14:48:30 =EO

Lease Utilization

Interface Pool Start Pool End Used Capacity Utilization

LAN 192.168.1.10 192.168.1.245 2 236

@ Show All Configured Leases

¥ Applications - g Emeur de charge dela... |l si =

0% of 236

IR S o 0 & 35" «

@ ‘ i ptSense.home.arpa - Status X G)Enwrdluhmgmmdsh x @F'mrnﬁ'ns X | - L : all E

« 5 0% Q, 192.168.1.11 @ & =
@ 192.168.1.11
Ce site vous demande de vous connecter.

Nom d'utilisateur

Mot de passe

Annuler Connexion
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¢ Applications - (g, Cisco IOS Series AP - Ho... [J sio@debian: ~ El SO Qe THES S0

@ ] pfSense.home.arpa - Status X [0] Ermreur de chargement de la % @ Paramétres X | * Cisco IOS Series AP - Hom X + M

& X O 8 192188111 s ® & =
AT !
Cisco Aironet 1100 Series Access Point
Hostname ap ap uptime is 1 minute
Association
Clients: 0 Repeaters: 0
Network Identity
IP Address 192.168.1.11
MAC Address 001b.531a 3536
Network Interfaces
Interface MAC Address Transmission Rate
EasiEthemet 001h.531a.3536 100M's
¥ pagico-a0z 116 001b.53089.1230 54.0Mbis
| Event Log
Time Severity Description
Mar 1 00:00:39.662 #information Interface BVI1 assigned DHCP address 192.168.1.11, mask 255255.255.0, hostname ap
Mar 1 00:00:31.529 Naotification Line protocol on Interface BVI1, changed state to up
Mar 1 00:00:30.576 Notification SNMP agent on host ap is undergoing a cold start
Mar 1 00:00:30.576 Notification System restarted -
Mar 1 00:00:27 437 . Natification Line protocol an Interface Dotl1Radio0, changed state to down
Mar 1 00:00:26.437 Maotification Interface Dotl1Radiol, changed state to administratively down
Mar 1 AfvOn-NA 350 Notification Line protocol on Interface FastEthernet0, changed state to up
En attente de 192.168.1.11...
¥ Applications - g pfSense.home.arpa - Servi... ] sio@debian: ~ lIl E.R 46 A zn::si.nz:sne sio
@ %% pfSense.home.arpa - Servic X | [Z pfSense.home.arpa - Servic X Cisco 10S Series AP - Network X + ~ - a x
&« C Q G hiips:/192.168.1.1/services_dnsma g ® &8 =

ﬁs_ens

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Services / DNS Forwarder OE e

Apply Changes

r them to tak

SC DHCP has reached end-of-life and will be removed in a future version of pfSense. Visit System > Advanced > Networking to switch DHCP backend.

General DNS Forwarder Options

Enable Enable DNS forwarder

DHCP Registration [J Register DHCP leases in DNS forwarder
If this option is set machir
be resolved. The

s that specify their hostname when requesting a DHCP lease will be registered in the DNS forwarder, so that their name can
domain in System: General Setup should also be set to the proper value

Static DHCP ] Register DHCP static mappings in DNS forwarder

If this option is set, IP HCP static mappings will be registered in the DNS forwarder so that their name can be resolved. The domain in System:
General Setup should also be set to the proper val

Prefer DHCP [] Resolve DHCP mappings first

If this option is set DHCP mappings will be resolved before the manual list of names below. This only affects the name given for a reverse lookup
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¥ Applications - @ piSense.home.arpa - Servi... - sio@debian: ~ El

3@ o] pfSense.home.arpa - Servic X o] pfSense.home.arpa - Servic X Cisco 105 Series AP - Network X -+

&« e Q & hips://192.168.1.1/services capti

Misense

WARNING: The ‘admin’ account password is set to the default value. Change the password in the User Manager

Services / Captive Portal / Groupe_3_Portail / Configuration =wuwEe

Configuration MACs Allowed IP Addresses Allowed Hostnames Vouchers High Availability File Manager
Captive Portal Configuration
Enable Enable Captive Portal
Description
A description may be entered here for administrative reference (not parsed)
Interfaces WAN
LAN

Select the interface(s) to enable for captive porta

Maximum concurrent
connections

ed in to the ca

rent connections to the captive portal HTTP{ ver. This does not set how many users can be

ablish to the portal web server.

5 ne numbe oncL
Limits the number of concur
portal, but rather how man

nnections a single IP can

Idle timeout (Minutes)
ank for no idle timeout

ough. Leave this fie

nount of inactivity. They may log in again immed

Clients will be
¥ Applications - g pfSense.home.arpa - Servi... ] sio@debian: ~ El SO B A R s
L3 %% pfSense.home.arpa - Servic X | 2 pfSense.home.arpa - Servic X Cisco 10S Series AP - Network X + z x
&« e Q & hips://192.168.1.1/services capti vouche ne=groupe 3 _porta =
x

J 0 ceréseau nécessite que vous vous connecliez & un comple pour utiliser Intermet. Afficher la page de connexion du réseau

Voucher Rolls

Roll # Minutes/Ticket # of Tickets Comment Actions

Create, Generate and Activate Rolls with Vouchers

Enable Enable the creation, generation and activation of rolls with vouchers

Create, Generate and Activate Rolls with Vouchers

Voucher Public Key | ----- BEGIN PUBLIC KEY-----
MCOWDQY JKoZ ThycNAQEBBQADEWAWEAT JAT tCAEMK kb /AGMBAAE=

END PUBLIC KEY

Paste an RSA public key (64 Bit or smaller) in PEM format here. This key is used to de

Voucher Private Key | ----- BEGIN RSA PRIVATE KEY-----
MDBCAQACCQCLONRITCPG/WIDAQABAQYWCDL+dF4TpQIFALX+dcUC
BQDD41nzAgUA
hSWsbQIFAJCo0@sCBGbeabl=
END RSA PRIVATE KEY

vouchers and doesn't need to be available

e key (64 Bit or smaller) in PEM format here. This key is only used to generate encrypted

Paste an RSA pr
if the voucher

n generated of

Character set 234567 8abcdefhijkmnparstuvwxyzABCDEFGHJKLMNPQRSTUVWXYZ

rset. It s ontain printable characters (numbers, lower case and upper case |etters) that are

with the specif]

Tickets

hard to

confuse with others. Avoid e.g

# of Roll bits 10
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¥ Applications - @ piSense.home.arpa - Servi... - sio@debian: ~
L3 o] pfSense.home.arpa - Servic X o] piSense.home.arpa - Servic ¥ Cisco 105 Series AP - Network * + ~ — a x
; % @ 8 =

Q G hiips://192.168.1.1/services ca

& C

J 0 ceréseau nécessite que vous vous connecliez & un comple pour utiliser Intermet. Afficher la page de connexion du réseau

ssword in the User Manager

WARNING: The "admin’ account password is set to the default value. Change tf
Services / Captive Portal / Groupe_3_Portail / Vouchers / Edit CoewEe

Voucher Rolls

Roll # 1

Minutes per ticket 10
allowed access. The clock starts ticking the first time a voucher is used for authentication

Defines the time in minutes that a user is

ng Roll will mark

chers. WARNING: Changing this number for a

Count 10
5 (1..1023) found on top of the generated/printed v

Enter the number of vouchers

Comment
red by the system

Can be used to further identify this rol

Vouchers High Availability File Manager

Allowed IP Addresses Allowed Hostnames

Configuration MACs
Voucher Rolls
# of Tickets Comment Actions

Roll # Minutes/Ticket
1 10 10 SR
4 Ad
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Applications = Firefox LibreOffice 7.4 Connexions réseal
PP "9
vouchers_groupe_3_portail_roll1{

Fichier Edition Affichage Insertion Format Styles Feuille Données Outils Fenétre Aide

== - H hd A [— | Cl\ oo == i —» . e z=s
Liberation Sans - 10 pt - - -~ | -

- | |
Al - fx - # Voucher Tickets 1..10 for Roll 1

Vous exécutez pour la premiére fois la version 7.4 de LibreOffice, voulez-vous en découvrir ce gqu'il y a

B
i cher Tickets 1..10 for Rall 1

# Nrof Rall Bits 10

# Nr of Ticket Bits 10

# Mrof Checksum Bits 5

# Ihagic initializer 196690456 (38 Bits used)

# Character Set used 2345678abcdethijkmnpgrstuvwxyz ABCDEFGHIKLMNPQRSTUVWXYZ

i

RystnpdPbxC

GGohYSmdite

*KjPawwsrB3F
VT

M4FkxLiYtCD

EVIAHrK P Swp

BuAwWvxZKGGS

cvSwixHAeHS

3pwkhF2zzr8

JDMDvbZHhTm

ﬂu|m|m

EoEREEC

o

i
3
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Rendre le portail captif disponible, et également avoiry

acces sur le télépho

¥ Applications - ¢, Cisco I0S Serles AP - Ne... ™ Import de texte - [voucher... Connexions réseau

@ @© Emeur de charger X

n Zutty

192.168.14 26/dot114 X

Captive Portal Login | % 0] Emeur de charger ¥

[of] piSense.home.a

¢« > c

QO & 192.168.14.26/ap network-if 802-11_c.shtm

Ciseo Svstems

= RADIO0-802.11G STATUS =

DETAILED STATUS TE

NETWORK
INTERFACES
IP Address

FastEthermnet

Radio0-802.11G

Hostname ap

SETTINGS

\['= CARRIER BUSY TEST

1

Cisco Aironet 1100 Series Access Point E

ap uptime is 35 minutes

Network Interfaces: Radio0-802.11G Settings

Enable Radio:

Role in Radio Network:

Data Rates:

Current Status (Software/Hardware):

1.0Mbisec
2.0Mb/sec
5.5Mbfsec

* 6.0Mb/sec
* 9,0Mb/sec
11.0Mbisec

* 12.0Mbfsec
* 18.0Mbisec

* 24.0Mbfsec

* DR AR

@® Enable
Disabled ¥

(®) Access Point

O Disable

pown ¥

(O Access Point (Fallback to Radio Shutdown)

(O Access Point (Fallback to Repeater)
) Repeater

() Workgroup Bridge
(O Scanner

| Best Range | Best Throughput | Defaut |
® Require
® Require
® Require
O Require
O Require
® Require
) Require
O Require
O Require

~—

O Enable
O Enable
O Enable
® Enable
(&) Enable
() Enable
@ Enable
@ Enable
@ Enable

~—

() Disable
O Disable
O Disable
() Disable
() Disable
O Disable
O Disable
O Disable
O Disable

A\ Ainakia
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